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1-Introduction

On réalise la maquette suivante dans cisco :
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En pratique, les deux sites peuvent communique rentre eux grace a un VPN. Dans cet exercice,
nous allons relier les deux réseaux entre eux avec un cable car le VPN n’a pas encore été abordé
lors de notre formation :
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2-Plan d’adressage VLSM

2.1 Tableau d’adressage

L'entreprise dispose du bloc IP:172.16.0.0/16

On cherche a remplir le plan d’adressage suivant :

VLAN 10 1T (A) 20 postes 172.16.0.0 /27 172.16.0.1-172.16.0.30 172.16.0.30
VLAN 20 - RH (A) 15 postes 172.16.0.32 /27 172.16.0.33-172.16.0.62 172.16.0.62
VLAN 30 - COM (B) 15 postes 172.16.0.64 /27 172.16.0.65-172.16.0.94 172.16.0.94
VLAN 40 - SUP (B) 10 postes 172.16.0.96 /28 172.16.0.97-172.16.0.110 172.16.0.110
VLAN 99 - SRV (A) 10 serveurs 172.16.0.112 /28 172.16.0.113-172.16.0.126 172.16.0.126
Lien inter-sites 2 interfaces 172.16.0.128 /30 172.16.0.129-172.16.0.130 N/A

/27 : 255.255.255.224

/28 :255.255.255.240

On cherche le masque minimum pour un réseau de 20 hétes :

2"n-2>20
27"4-2=16-2=14

27"5-2=32-2=30

Il nous faut donc 5 bits pour avoir 30 adresses utilisables sur le réseau
32-5=/27

Le masque sera donc un /27

Pour le lien inter-sites, on peut utiliser un /30 car cela signifie qu’il y aura 2 bits réservées pour la
partie machine et 22 — 2 = 2 adresses utilisables

Avec 2 bits, il y aura 2 adresses utilisables ce qui est suffisant car nous avons que 2 sites.
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2.2 Tableau des interfaces routeurs

Suite au tableau d’adressage, on peut en déduire le plan d’adressage des routeurs :

R-SIEGE G0/0.10 VLAN10-IT 172.16.0.30 Sous-Interface
R-SIEGE G0/0.20 VLAN 20 - RH 172.16.0.62 Sous-Interface
R-AGENCE G0/0.30 VLAN 30-COM 172.16.0.94 Sous-Interface
R-AGENCE G0/0.40 VLAN 40 - SUP 172.16.0.110 Sous-Interface
R-SIEGE G0/0.99 VLAN 99 - SRV 172.16.0.126 Sous-Interface
R-SIEGE G0/1 Lien inter-sites 172.16.0.129
R-AGENCE G0/1 Lien inter-sites 172.16.0.130

09 avril 2026



3-Configuration des VLANSs et switches

3.1 Création des VLANSs

Nous allons désormais créer les VLANs sur chaque switch de distribution et d’acces

On commence par créer les VLANs 10,20,99 sur les switches du réseau SIEGE (A) :

- =} ® SW-ACCES-A1 - u}
Physical ~ Config _CLI_ Attributes Physical  Config _ CLI  Attributes
— —
108 Command Line Interface 10S Command Line Interface
Suitch>en Switch-en
Switch#conf © Switchsconf ©
Enter configuration commands, one per line. End with CNIL/Z. Enter configuration commands, one per lime. End with CHIL/Z.
Suitchiconfig) 3 Switch(config) &
Switch(config)#vlan 10 Switch(config) $vlan 10
Switch(config-vlan) fname IT Switch(config-vlan)$name IT
onfig-vlan) gexit Switch{config-vlan)fexit
onfig)#vlan 20 Switch{config) $vlan 20
onfig-vlan)name Switch(config-vlan)sname RH
onfig-vlan) fexit Switch(config-vlan)gexit
gy 2vian 38 Switch(config) gvlan 99
Switch(config-vlan]gname SERVEURS Switch(config-vlan)2name
govlan) fexic Switch(consig-vian) semis
Switch(config) gemit Suitch(config) sexit
Switchs Swizchi . .
45Y5-5-CONFIS_I: Configured from comscle by console $SYS-S-CONFIG_I: Configured from conscle by conscle
Swivchéshow vlan Switchgshow vian
VLAN Name Status  Dozts VLRN Name Seasus  Feres
T 1 default active  Fa0/l, Fa0/2, Fa0/3, Fad/4
1 default active  FaO/l, Fa0/2, Fa0/3, Fa0/4 Toovs, Benre. Baose. Banre
Fa0/s, Fab/€, Fa0/7, Fab/s Fa0/%, Fa0/l0, Fa0/ll, Fad/12
Fad/s, Fa0/10, Fa0/ll, Fa0/12 Fa0/13, Fa0/14, Fa0/l5, Fal/lé
Fa0/13, Fa0/14, Fa0/15, FaO/1€ Fa0/17, Ta0/18, Fa0/1s, Fa0/20
Fa0/17, Fa0/18, Fa0/1%, Fa0/2 Teoizl Tenson manso3 Fansod
Fa0/21, Fa0/22, Fa0/23, Fad/24 Gigo/l, Gigds2 !
cigl/l, Gig/z 1T active o !
o IT active o — active
20 =H acsive 55 SERVEURS active
S8 SERVEDRS active 1002 fddi-defsult active
1002 fddi-defaulc active 1003 token-zing-default active
1003 tolken-ring-default active 1004 fddinet-default active
1004 fddinet-default active 1005 trnet-default active
1005 trnet-default active
VLAN Type SAID MTU _ Parent DingNo Bridgelo Stp BrdgMode Transl Trans2
ULAN Tum T MIT  Parvens DingNe Bridmels Snn Transl Trans>
Copy Paste
Copy Paste
O Top
[ Top
- O
Physical Config CLI Attributes
—
10S Command Line Interface
Switchven
Switchiconf ©
Enter configuration commands, onme per line. End with CNTL/Z.
cnfig) #vlan 10
onfig-vlan) gname IT
onfig-vlan) fexit
onfig) gvlan 20
Switch(config-vlan) gname BH
Switch(config-vlan) fexit
Switch(config) ¢vlan 55
Switch(config-vlan) gname SERVEURS
Switch(config-vlan) fexit
Switch (con:
Switch(config) fexit
Switchy
33YS-5-CONFIC_I: Configured from console by console
Switchgshow vlan
VLAN Name Status = Forts
1 defauls active  Fa0/l, Fal/2, Fa0/3, Fal/4
Fa0/5, Fa0/€, Fa0/7, Fa0/8
Fa0/8, Fa0/10, Fad/ll, Fa0/12
Fa0/12, Fa0/l4, Fad/15, Fal/l€
Fa0/17, Fa0/la, Fa0/1%, Fa0/2
Fa0/2l, Fa0s22, Fad/i3, Fa0sid
Gigl/l, Gigl/2
T active
oH active
SERVEURS active
£ddi-default active
token-ring-defauls active
fadinet-desaulr active
trnet-defauls active
ULEN Tem I MIT Parens 2ingio BridgeNs Son Trans] Trans>
Copy Paste

[l Top
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On crée ensuite tous les VLANs 30,40 pour le réseau AGENCE (B) :

¥ Sw-DIsT-8 o x % SW-ACCES-B1 — (m) x
Physical  Config _ CLI_ Aftributes Physical ~ Config _CLI_ Afiribules
— —
105 Command Line Interface 105 Command Line Interface
Switch Switch (coniig) gvian 30
Switch>En Switch (config-vlan)gname COMMERCTAL
Switchtcont © Switch (config-vlan)gexmit
Enter configuration commands, one per line. Ead with GNIL/Z. Switch(config)#vlan 40
Switch(config) #vlan 30 Switch (config-vlan) name
Switch (config-vlan)sname COMMERGIAL Switch (config-vlan) #name SUPPORT
config-vlan] dexit Switch (config-vlan)#
Switch (config)gvlan 40 Switch (config-vlan)gexmit
Switch(config-vlan)$name SUPDORT Switch (config)é
Switch (config-vlan)fexit Switch(config) fexit
fig) texit Switch:
%S¥S-5-CONFIG_I: Configured from console by console
Configured from comscle by conscle
Switcheshow wlan
VLAN Name Status  Pores VLA Name Status  Pores
1 defauls acvive  FaO/l, Fa0/2, Fa0/3, Fa0/4 1 desaule active  FaOs1, Fa0/2, FaO/3, Faos4
Fad/s, Fad/€, Fao/7, Fad/3 Fa0/s, Fa0/€, Fa0/7, Fa0/3
Fa0/s, Fa0/l0, Fa0/1l, Fao/lz Fad/s. FaQ/l0, FaGsil, Faosiz
Fal/13, Fa0/14, Fa0/l15, Fad/lé Fa0/12, Fa0/14, Fad/le, Fad/ie
Fa0/l7, Fa0/18, Fa0/l5, Fa0/20 Fa0/17, Fa0/13, Fa0/1%, Fa0/20
Tab/Zl, Fa0/22, Fa0/23, Fab/zd Fad/21, FaD/22, Fa0/23, Fa0/28
Gig0s1, Gigosz Cignsl, Gigos
30 CcomMERCIAL active 30 coemacTAL sesive
o o e i 40 suppoRT active
1003 torenoeimemesanl sorave 1002 fddi-default active
Toog Lonen iy deraumls e 1003 token-ring-default active
. e 1004 fadinet-defauls active
1005 trnes-default active ,
1005 trmes-default active
VLAN Type SAID MU Parens ingllo BriageNo Stp Bragiods Transl Trams2 - o Sridgelo Ste Brdgtiede Tramel Tramel
I ener 100001 - - - - - 0 o R - - - T T T T
30 enet 100030 - - - - - o 0 enet ‘ .
40 enet 100040 - - - - - a 0 30 enes N - - - e N
ot 40 enes - - - - - o o
—-Moze
Copy Paste = Paste
[ 7op
O
W sw-ACCES-B2 (m] x
Physical Config cLI Aftributes
—
105 Command Line Interface
Switcheen
Switchgconf t
Enter configuration commands, one per line. End with CNIL/Z.
Switch(config) #vlan 30
Switch(config-vlan) #name COMMERCIAL
Switch(config-vlan) gexit
Switch (config)#vlan 40
Switch (config-vlan)gname SUDDCRT
onfig-wlan) g
Switch(config-vlan) gexit
Switch(config) fexit
Switcht
%5YS-5-CONFIG_I: Configured from console by console
show vlan
VLAN Mame Status Borts
1 default active Fad/l, Fad/z, Fa0/3, Fal/4
Fad/s, Fad/€, Fa0/7, Fa0/s
Fad/s, Fad/l0, Fa0/ll, Fa0/l12
Fad/13, Fa0/l4, Fa0/1§, Fal/l€
Fal/17, Fad/l#, Fal/1%, Fad/20
Fal/21, Fa0f22, Fa0/23, Fa0/24
Gigl/l, Gigisz
30 COMMERCIAL active
40 SUPPORT active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 traet-defaulc active
Type SRID MIT  Parent RingNo EridgeNo Stp BrdgMode Transl TransZ
1 enet 100001 1500 - - - - - o 0
30 enet 100030 1500 - - - - - o 0
40 enet 100040 1500 - - - - - o o
—-Mora--
Copy Paste
[ Top
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3.2 Configuration des ports

On configure désormais les ports sur chaque switch :

Réseau SIEGE :

- L - o

Physical  Config _ CLI  Attributes

— Physical  Config  CLI_ Atiributes

—
108 Command Line Interface
10S Command Line Interface
WTTET
Switchren conf ©
- SLINEPROTO-5-UEDOWN: Line protocol on Interface FastEthernet0/3, changed state to up
% Invalid input detected at '~' markez.
Switch (config-if-range)3switchport tzunk allowed vlan 10,320,855

Swivens Switch (config-if-range)gexit
Switchren Switch(config) e

Switchgcont t
Enter configuration commands,
Switch (config)#

Switeh (config) gint a0/l
Switch (config-if) #switchpors mode trunk

one per line. End with CHTL/Z.

Switch (config-if

2

Switch (config-if) fexit
Switeh(config) gint range fa0/1-3

Switch (config-if-range)#switchpors mode trunk

Switch (config-if-range)d

%LINEPROTO-5-UPDOWN: Line protocol on Imserface FastZthernes0/l, changed ssate to down
$LINEFROTO-S-UPDOWN: Line protoccl on Iaterface FastZthernst0/1, changed state to up
Switch (config-if)#switchpors trunk allowed wlan 10,20,33

Switch
SLINK-2-UPDOWN:

Interface FastZthernet(/4, changed state to down

SLINE

ROTG-5-UPDGWN: Line protocol on Interface FastEshernet0/4, changed state to down

SLINK-2-UPDOWN: Interface FastEthernet(/S, changed state to down

%LINEPROTG-5-UEDOWN: Line prosocol on Interface FastZvhernet0/S, changed state to down

SLINK-3-UPDCWN: Interface FastZthernet(/€, changed state to down

%LINEPROTG-5-UEDOWN: Line protocol on Interface FastZthernet0/€, changed state to down

3 LINK-5-CHANGE!

Interface FastEthernet0/10, changed state to up

%LINEPROTG-5-UEDOWN: Line protocol on Interface FastZthernet0/10, changed state to up

SLINK-5-CHANGED: Interface FastEthernetO/ll, changed state to up

O Top

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastZthernet(/2, changed state to down SLINEPROTC-5-UPDOWN: Line protocol on Interface FastEcthermet(/11l, changed state to up
ALINEDROTO-5-UBDOWN: Line protocol on Interface FastEIthernst(/2, changed state to up % LINK-5-CHAN Interface FastEthernes0/12, changed stase 55 up
$LINEDROTO-5-UPDOWN: Line protocol on Iaterface FastEthernet0/3, changed state to down SLINEDROTC-5-UBDOWN: Line protocol on Interface FastEthernet0/12, changed state to up
LLINEDROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/3, changed state to up Switch (config) s
Switch (config) gint range fa0/10-1%
Switch(config-if-range)2switchport trunk allowed vlan 10,20,99 Switch (config-if-range)#switchport mode access
Switeh (config-if-range)fexit Switch (config-if-range)3switchport access vlan 55
Switch (config) & Switch (config-if-range)gexit
Switch (config) § Switch(config) e
Copy — Copy Paste
To
Cop Oop
¥ sw-acces-A2 - [m] X
Physical ~ Config _CLI_ Adributes
Physical  Config _CLI_ Atributes. 105 Command Line Interface
10S Command Line Interface Frass REIUAN ©o ges staztad.
Press RETURN to get starved.
R: Received 802.1Q BEDU on non trunk FastEthernetD/l VIANL
SSPANTREE-2-RECV_PVID_ERR: Received 02.1Q BPDU on non trunk FastEthernetd/l VLANI. : BLOCE_FVID_LOCAL: Blocking FassZthernes0/l on VLANODOL. Incensistent port
vpe.
ASPANTREE-2-BLOCK_PUID_LOCAL: Blocking Fastithernec/l on VLANGOOL. Inconsistent port
type.
*LINEPROTG-5-UPDGWN: Line protocol on Interface FastEthernet0/l, changed state £o down
SLINZEROTO-5-UFDOWN: Line protocol on Interface FastZthernec(/l, changed state to down SLINEPROTC-5-UPDOWN: Line proteccl on Interface FastEthernet0/1, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet/L, changed state to up
Switeh>
Switehen
Switchs Switchgcons &
Switcheen Enter configuration commands, one per line. End with CNTL/Z.
Switchgeoas © Switch(config)#int a0/l
Snter configuration commands, one per line. ZInd with CNTL/Z. Switeh(config-if) $switchport mode trunk
Switch (config) $int £a0/1 Switch(config-if)#switchport trunk allowed vlan 10,20,99
Switch(eonfig-if)fswitchport mode trunk Switch{config-if) fexit
Switch(eonfig-if)fswitchport trunk allowed vlan 10, Switeh(config)#
g-ifitexit Switch(config)$int range £a0/2-16
g)#int range £a0/2-21 Switch(config-if-range)tswitchport mode access
Switch(config-if-rangs) sswivchport mede sscess Switch(config-if-zange) tswitchport access vlan 20
Suiteh (config-if-range) $suicehport access vian 10 Switeh(con=ig-if-range)sexic
£-range) texic Switch(conig) f]
Co Paste
Copy Paste Y,

[T op
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Réseau AGENCE :

¥ sw-DisT-8 = [m]

¥ % SW-ACCES-B1 - (m] X

Physical  Config _CLI_ Attributes
—

105 Command Line Interface

Physical ~ Confiy _ CLI_ Attributes
—

10S Command Line Interface

= S =UTDOWNTLINE PTSTSTST ST IMTETT = T rETETTTETE T
SLINK-S-CHANGED: Interface FastEthernet0/l, changed state ©o up

SLINEPROTO-S-URDOWN: Line protocol on Interface FastEthernet0/l, changed state to up

Switch>
Switchren

Switchgconf ©

Enter configuration commands, one per line. End with CNTL/Z.
{config)#int fa /1

g-if)#switchport mode trunk

Switchiconfig-if)2
$LINEZPROTO-S-UEDOWN: Line protecol on Interface FastZthernet0/l, changed state to doewa

SLINEPROTO-S-URDOWN: Line protocol on Interface FastEthernet0/l, changed state to up

Switch{co

g-if)#switchport trunk allowed vlan 30,40
Switch( g-if)fexit

Switch(config)gint range fa0/1-3
Switch(config-if-range) #switchport mode trunk

Switch(config-if-range)$
SLINEPROTO-S-UPDGWN: Line protocol on Interface FastEthernet(/2, changed state to down

SLINEPROTO-S-URDOWN: Line protocol on Interface FastEthernet0/2, changed state to up

SLINEPROTO-S-UBDOWN: Line protocol on Interface FastEithernet0/3, changed state to down

SLINEPROTO-S-URDOWN: Line protocol on Interface FastEthernet0/3, changed state to up

4SPANTREE-2-RECV_BVID_EA!

Received 502.1Q BEDU on mon trunk FastEthernet0/1 VLANL

3SPANTREE
type.

2-BLOCK_PVID_LOCAL: Blocking = /1 on VLANOOOL. I tent port

SLINEPROTO-5-UEDOWN: Line protcecel on Interface FastZthernetd/l, changed state te dovn

SLINEPROTO-5-URDOWN: Line protocol on Interface FastEthernet0/l, changed state to up

Switch>
Switchren

Switchgconf ©

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#int fa /1
Switch(config-if)#svitchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 302
WORD

Switeh(config-1if)2#switchport trunk allowed vlan 30,40
Switch( g-if)fexic

Switch g)#int range £a0/2-1€
Switch(config-if-range)switchport mode access
Switeh(config-if-range) $switchport access vlan 30
Switch(config-if-range) $exic

Switch (config)d]

Copy. Paste

i Top

¥ SW-ACCES-B2

Copy Paste

[ Top

Physical Config cL Aftributes.
—

105 Command Line Interface

Fress RETURN to get started.

%SPANTREE

%SPANTREE
type.

Switch>
Switch>en

Switchéconf ©

Enter configuration commends, one per line. End with CNTL/Z.
Switch(config)#int fa 0/1

Switch(config-if) #switchport mode trunk

Switch (co £)#switchport trunk allowed vlan 30,40

Switch(config-if) fexit
Switch(config) #
Switch(config) #int range f£a0/2-11

Switch (conf;
Switch (conf,

a
Switch(config) g

f-range)#switchport access vlan 40
~range] gexit

CV_DVID _ERR: Received 802.1Q BPDU on non trunk FastEthernet(O/1 VLANL.

BLOCK_PVID LOCAL: Blocking FastEthernet0/l on VLANOOOL. Inconsistent port

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/l, changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/l, changed state to up

Copy

O Top

Paste

Les liens entre switches et routeurs doivent étre configurées en mode trunk afin d’assurer la

communication entre les VLANSs.

Si on oublie d’autoriser un VLAN sur un trunk, alors ce VLAN ne pourra pas communiquer avec le

réseau.
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4-Routage inter-VLAN et routage statique

4.1 Routage inter-VLAN (Router on a Stick

On configure désormais les interfaces (passerelles) pour chaque VLAN sur les deux routeurs :

R-SIEGE :

¥ RSIEGE

Physical  Config _ CLI Aftributes
—

10S Command Line Interface

Touter (config) ¥1nt gu/u 10
g-subif)g#no g0/0.10

% Invalid input detected at '~' marker.
teonfig-subif] §
onfig-subif)#no int go/0.10
{config)#
onfig) #int gO/1.10
{config-subif] §
onfig-subif) gencapsulation dotlg 10
g-subif]gip add 172.16.0.30 255.255.255.224
{config-subif] fexit
onfig)#int g0/1.20
teonfig-subif] §
CHANGED: Interface GigsbitZthernet(/1.20, changed state To up

$LINEFROTO-5-UPDOWN: Line protocol on Interface GigabitZIthernet0/1.20,
up

o

g-subif]gencapsulation dotlg 20
(config-subif)#ip add 172.1€.0.€2 255.2585.255.224

g-subif) fexit

gl #int gOs/1.s9

{config-subif)#

CHANGED: Interface GigabitEthernetO/1.$3, changed state to up

SLINEPRCTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.89,
up

onfig-subif] fencapsulation dotlg 59
lconfig-subif] #ip add 172.1€.0.12€ 25

5.255.255.240

changed state to

changed state to

O op

onfig-subif) gexit
Router (config) ¥
Copy Paste
[ Top.
¥ R-AGENCE [m] X
Physical ~ Config  CLI  Atfributes
—
108 Command Line Interface
Touter (config) E1nt gl7 .30
% Invalid input detected at '~' marker.
onfig) #int gl/1.30
%Invalid interface type and number
Router (config) #int gd/1.30
onfig-subif)$
ALINE-5-CHANGED: Interface GigabitEthernet0/1.30, changed state to up
SLINEFROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.30, changed state to
up
Router [config-subif) encapsulation dotlg 30
Router (config-subif)#ip add 172 .1€.0.94 2!
g-subif)#ip add 172.1€.0.9% 2
g-subif) exit
ig)e
g)gint g0/1.40
onfig-subif)$
CHANGED: Interface GigabitEthernet0/1.40, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.40, changed state to
up
Router (config-subif) fencapsulation dotlg 40
Router (config-subif)#ip add 172.1€.0.11 255.255.255.240
Router (config-subif) fexit
Router (config) #int gl/1.40
g-subif) #encapsulation dotlg 40
Router (config-subif)$ip add 172.1€.0.110 255_255_255.240
Router (config-subif) gexit
Router (config) 8]
Copy Paste
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4.2 Routage statique

Configurons les routes statiques afin que les réseaux se rejoignent :

R-SIEGE :

¥ R-sieGE

Physical  Config _ CLI  Attributes
—

105 Command Line Interface

ter configuration commands, one per line. End with CNIL/Z.
Router {config)#

Router
Router
Router
Router
Router
Router
Router
Router

(config)#ip
{config) ¥

config)finterface GigabitEthernetd/2
config-if)$

config) #interface GigabitEthernetd/l
config-if)#ip address 172.16.0.129 2
config-if]g

g-if]gexnit

(config)#interface GigabitEtherneti/2
g-if)gno ip address
{config-if)

config-if) fexit

g)#interface GigabitEthernetl/1
Router (config-if)#ip address

% Incomplete command.

Router (config-if)#

conf

{conf

con:

Router (config) #interface GigabitEtherneti/2

Router{config-if]#ip address 172.16.0.
16.0.123

Router (config-if]$
Router [config-if)fexit
Router (configl#

.0.130

Router (config) #ip route 172.16.0.
®Inconsistent address and mask
Router (config) #ip route 172.16.0.
$Inconsistent address and mask

.0.130

€.0.130
€.0.130

i
n

o m

n

Router [config) g

O Top

R-AGENCE :

W R-AGENCE

Copy

Paste

Physical  Config _ CLI Aftributes
—

105 Command Line Interface

Router (config) #

Ethernet0/1
1130 2

(config-if)#

config-if) fexit

config) ginterface Gigabit!
config-if)#

config-if) fexit

config) g§interface GigabitEthernetl/2
config-ifi#

config-if) #exit

config) §interface Gigabit!
config-ifi#

config-if) #exit

config) #interface GigabitEthernetl/l
Router (config-if) $#ip address

% Incomplete command.

Router (config-if)$

Router (config-if) fexit

Router (config) #interface GigabitEthernet(/2
Router (config-if) $ip address 172.1 .130
Router (config-if) #ip address 1
config-if)#
config-if) g
config-if) ¢
config-ifi#
config-if)$
config-if)gexit
config)#

config) #ip route l72.16€.
{config) #ip route 172
Router (config) ¢ip route L
Router (config) f]

hernet/1

hernet0/2

16.0.130

[ Top

Copy

Paste

09 avril 2026
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Apres avoir configuré les routes statiques, on fait un test ping de VLAN 10 vers VLAN 30 :

14

Physical  Canfig Skio amming  Aftributes

Les VLANs peuvent désormais communiquer entre eux

Table de routage de R-SIEGE :
[ 4

Physical Config CLI Aftributes
—

105 Command Line Interface

Router (config)#ip zoute 172.1€.0.54
3Inconsistent address and mask
Router {config)#ip route 172.1£.0.5€
Router(config)#ip route 172.16.0.€4
Router (configl$

Router{config)$

Router(config) fexit

Router#

%5YS-5-CONFIG_I: Configured from console by console

172.1€.0.120

172.1€.0.120
172.1€.0.130

Routergshow ip route

Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B - BGD
D - EIGRP, EX - EIGRP external, © - O5PF, IA - OSPF inter area
M1l - OSPF MESR extermal type 1, N2 — OSPF NSSZ externzl type 2

El - OSPF external type 1, EZ - O5PF external type Z, E - EGPF
i - Is-Is, L1 - IS-I5 lewel-l, L2 - IS-IS lewel-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/1€ is variably subnetted, 10 subnets, 4 masks
c 172.1€.0.0/27 is directly connected, GigabitEthernet0/1.10
L 172.1€.0.30/32 is directly connected, GigabitEZthernetOs1.10
c 172.1€.0.32/27 is directly connected, GigabitEthernet0/1.20
L 172.1€.0.€2/32 is directly connected, GigabitEthernet0/1.20
s 172.1€.0.€4/27 [1/0] wia 172.1€.0.130
5 172.1€.0.96/28 [1/0] wia 172.1€.0.130
c 172.1€.0.112/22 is directly comnnected, GigabitEthernet0/1.5%
L 172.1€.0.126/32 is directly connected, GigabitEthernet0/1.3%
c 172.1€.0.128/30 is directly comnected, GigabitEthernet0/2
L 172.1€.0.125/32 is directly connected, GigabitEthernet(/2
Routers
Copy Paste
[ Top

09 avril 2026
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5-Service DHCP

5.1Configuration du serveur DHCP

Créons un pool d’adresse IP pour chaque VLAN (10,20,30,40) dans le serveur DHCP :

Physical Config

Services.
——

SERVICES
HTTP
DHCPvE
TFTP
DNS
SYSLOG
AAA
NTP
EMAIL
FTP
IoT
VM Management
Radius EAP

5.2 DHCP Relay Agent

= [m]
Desktop Programming Aftributes
DHCP
Interface FastFthernetl ~ Service @ On i) Off
Pool Name WLAN 10
Default Gateway 172.18.0.30
DNS Server 172.18.0.117
Start IP Address : 172 16 0 1
Subnet Mask: 255 255 255 224
Maximum Number of Users 20
TFTP Server: 0.0.0.0
WLC Address: 0.0.00
Add Save Remove
Pool Default DNS S'I‘:“ Subnet Max TFT
Name Gateway  Server Address Mask User Serv
WVLAN 10 172.16.. 172.16.... 172.16.0.1 255.255.255.224 20 0.0.0.0
WLAN 20 172.16.. 172.16.... 172.16.... 255.255.255.224 15 0.0.0.0
VLAN 30 17218 17218, 172.186. 255.255.255.224 15 00.00

On utilise la commande « ip helper-address » dans les routeurs pour autoriser Uattribution
automatique d’adresse IP :

WP R-SIEGE

O 7op

B R-AGENCE — o
Physical Config CLI Attributes.
—
10S Command Line Interface
Press RETURN to get started.
Router>
Router>
quration commands, one per line. End with CNIL/Z.
iglg
Yeine g0/1.30
-supif)sip helper addzess 172.16.0.116
% Invalid input detected at '~ mazker.
Router (config-subif) #ip helper-address 172.16.0.116
Router (config-subif) fexit
Bouter (config) gint go/L.40
Router -subif) #ip helper-address 172.1€.0.11&
Router -subif) gexit
Router (configl g
Copy Paste

Physical

Config __CLI_ Atributes

105 Command Line Interface

Routez>
Routez>
Router:
Routers
Router:
Encter o
Router (
Router (
Router (
Rouver (
Rouver (
Router (
Routex |
Routex |
Routex(
Router(
Router(

Bress RETURN o get ssarsed

cont

onfiguration commands, one per line. End with CNTL/Z

contig) s
config)$int go/1.10
config-subif)$ip helper-address 172.16.0.11€
config-subif) §EXIT
g)#ins g0/1.20
g-subif) #ip helper-address 172.16.0.11€

g-subif) #ip helper-address L72
config-supif) gamic
config)e

] Top.

Copy

Paste

09 avril 2026
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On peut ensuite mettre Uattribution d’adresse IP de maniere automatique sur les PC.

Voici ’adresse statique :

»

Physical  Config _ Deskiop
——

Programming  Aftributes

Interface FastEthernetd
IP Configuration

' DHCP
IPv4 Address.
Subnet Mask
Default Gateway
DNS Server

IPv6 Configuration
) Automatic
IPvE Address.

Link Local Address.
Default Gateway
DNS Server

202.1X

[ Use 802.1X Security

Authentication I

Username

Password

© static

172.16.0.67

285.255.255.224

172.16.0.94

0.0.0.0

© static

FEB0::290:2BFF FE15:9329

[ Top

Si on choisit DHCP :

¥ pc2e

Physical  Config _ Deskiop  Frogramming  Attributes.

Interface FastEthernetd
IP Configuration

© DHep
IPv4 Address.
Subnet Mask
Defautt Gateway
DNS Server
IPv6 Configuration
1 Automatic
IPv6 Address.
Link Local Address
Default Gateway
DNS Server
802.1%
[ Use 802.1X Security
Authentication D5

Username

Password

i Static

© static

Requesting P Address

FEB0::290:2BFF:FE15:9328

[ Top

09 avril 2026
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® pcoo

x PC26

Physical Config Desktop Programming Attributes
IP Configuration
Interface FastEthernetd

IP Cenfiguration

© DHCP
IPv4 Address
Subnet Mask
Default Gateway
DNS Server
IPv& Configuration
: Automatic
IPvE Address
Link Local Address.
Default Gateway
DNS Server

802.1X

Authentication

Username

Password

|| use 802.1X Security

(1 Static

O Static

DHCP request successful

FE80::280:2BFF:FE15:9329

[l Top

La nouvelle IP a bien été attribuée

Une requéte DHCP (Broadcast) ne peut traverser un routeur sans Relay agent car il s’agit d’'une

requéte de niveau 2. Le routeur ne peut traiter que des requétes de niveau 3.
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6-Services DNS et FTP
6.1 Serveur DNS

On configure le serveur DNS avec les domaines demandés :

¥ SRv-DNS — [m} X
Physical Config Services Desktop Programming Attributes
—— —
SERVICES DNS
HTTP
DHCP DNS Service © on 0 off
DHCPvE
— Resource Records
DNS Name r-siege technova lan Type ARecord
SYSLOG
AAR Address 172160125
NTP
EMAIL Add Save Remove
A1z No. Name Type Detail
IoT
WM Management 0 dhep technova lan ARecord 172.16.0.116
Radius EAP
1 dns.technova.lan ARecord 17216.0.117
2 ftp.technova.lan ARecord 172.16.0.130
3 r-agence.technova.lan ARecord 172.16.0.130
DNES Cache
[ Top

6.2 Serveur FTP

On active le service FTP sur SRV-FTP et on crée les profils utilisateurs demandés :

B srv-FTP = [m] X
Physical  Config _ Services  Deskop  Programming  Aftributes
——
SERVICES
FTP
HTTP
DHCP
BHePTE Service O on off
TFTP
e User Setup
SYSLOG
AnA Username admin Password Admin123
NTE 8wt B Read B Dekt 8 R 8 st
AL rite = elete ename ist
Al Username Password Permission
foT; T LISty LisLy RYVLINL Add
WM Management
Radius EAP i D
FN admin Admin123 RWDNL
Save
3 rh-user RH2026 RW
Remove
4 com-user COM2026 R
Fie

1 asa842-k8.bin

2 asa923-k8.bin

3 c1841-advipservicesk9-mz 124-15.T1 bin

09 avril 2026
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Test de connexion au serveur FTP depuis VLAN 40 :

B pC32

Physical Config DesF{tGE Programming  Aftributes

Command Prompt

Command Line

Packet Tracer PC

1l6.0.118
nect...
172.16.0.]
to PT Ftp
Username
331- Use
FPassword:
230- L
(passive mode On)
ftp>

need password
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7-Administration SSH

7.1 Checklist de configuration SSH

Configuration du SSH sur R-SIEGE :

Physical Config CLI Adtributes
—

105 Command Line Interface

Router>

Router>

Router>

Router>

Router>en

Routergconf t

Enter configuration commands, one per line.

Router (config) ¢

Router (config) thostname R-SIEGE

R-SI g)#ip domain-name r-siege.technova.lan

onfig) #username admin privilege 15 secret admin

g) gcrypto key generate rsa

The name for the keys will be: R-SIEGE.r-siege.technova.lan

Choose the size of the key modulus in the range of 360 to 4036
General Purpose Keys. Choosing a key modulus greater than &

d with CNIL/Z.

a few minutes.

How many bits in the modulus [512]: 1024
% Cenerating 1024 bit RSA keys, keys will be non-exportable...[OK]

g)#ip ssh version
563 %5SH-5-ENABLED: 5SH 1.59 has been enabled
g)#line vey 0 4

g-line) gtransport input ssh

onfig-line) #login local

g-line)

Copy

[ Top

Test de connexion depuis VLAN 30 :

[

Physical Config Desktop Programming Attributes
—

Paste

(Command Prompt

I Top

09 avril 2026
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Pour les switches, il faut configurer une interface en SVI car ils ne possédent pas d’adresse IP

On crée une interface Vlan 99 avec pour IP=172.16.0.119

g

Physical Config CLI Attributes.
—

105 Command Line Interface

NMRBLED: SSH 1.55% has been enabled
gigline wty 0 4
g-line) #transport input ssh
SW-DIST-241( g-line)#login local
SW-DIST-Riconfig-line)$
SW-DIST-Riconfig-line)$
SW-DIST-A(config-line)$
SW-DIST-R{config-line) gend
SW-DIST-Rgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SW-DIST-R{config)$
SW-DIST-R{config)$
%5Y5-5-CONFIG_I: Configured from console by console

SW-DIST-2(config) #interface vlan 53
SW-DIST-R (config-if)#
SLINE-5-CHANGED: Interface VlanS3, changed state to up

&LINEPROTO-S5-UDDOWN: Line protocol on Interface VlanS3, changed state to up

SW-DIST-R{config-if)gip add 172.1€.0.115 25 5 5_240
SW-DIST-2( g-if)#ip address 172_1€.0.
SW-DIST-2( g-if) fexit
SW-DIST-R(config)#ip show ssh

% Invalid input detected at '~' marker.
SW-DIST-R(config)gexit

SW-DIST-2%

%5¥5-5-CONFI& I: Configured from conscle by console

SW-DIST-2#ip show ssh

Copy
[ 1op
SW-DIST-& (config)#ip default—gateway 172.16.0_.12¢

SW-DIST-Li{config)$
SW-DIST-Ziconfialg

Paste

09 avril 2026
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Test de connexion en SSH depuis VLAN 10 :

[ 2
X

Physical Config Desktop Programming Aftributes
—

Command Prompt

equest timed out.
t timed out.

[ Tan

On arrive bien a se connecter au switch

Configuration du SSH sur SW-DIST-B :
(=

Physical Config CcLI Attributes

105 Command Line Interface

Thter configuracion commands, one per Iime. End with CRIL

Switch{config) #hostname SW-DIST-B

SW-DIST-Blconfig) #ip domain-name techmova.lan

SW-DIST-B(config) fusername admin privilege 15 secret admin

SW-DIST-B{config) écrypto key generate rsa

The name for the keys will be: SW-DIST-B.technova.lan

Choose the size of the key modulus in the range of 380 to 409&
General Purpose Keys. Choosing a key modulus greater than 5
a few minutes.

or your
may take

How many bits in the modulus [512]: 1024
% Cenerating 1024 bit RS keys, keys will be non-exporsable...[OK]

SW-DIST-B(config) #ip ssh version 2
“Mar 1 §:31:21.333: %5SH-S-ENABLED: SSH 1.3% has been enabled
SW-DIST-B{config) #line vty 0 4

SW-DIST-B(config-line) #transport input ssh
SW-DIST-B{config-line)#login local

SW-DIST-B(config-line)#§

SW-DIST-B(config-line)ginterface wlan 30
SW-DIST-B|(config-if)$

%LINK-5-CHANGED: Interface V1an30, changed state to up

*LINEDPROTO-5-UPDOWN: Line protocol on Interface Vlan3d, changed state to up

SW-DIST-B

(config-if) #ip address 172.1€.0.80 255.255.255.224
SW-DIST-B i

#no shutdown

SW-DIST-B

SW-DIST-B ig) ¢interface vlan 30

SW-DIST-B if)$ip default-gateway 172.1€.0.117
SW-DIST-B(config) fexit

SW-DIST-B#

%SYS-5-CONFIG_I: Configured from console by console

Copy Paste

1 Top
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Test de connexion SSH :
[

.

Physical  Config DesktoE Programming  Aftributes

ommand Prompt

1.0

mmand .
suppo mmand .

TIMATLC

(Timed

["1 Top
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